The Working Party on the protection of individuals with regard to the processing of
personal data

Set up by Directive 95/46/EC of the European Parliament and of the Council of 24 October
1995,

Having regard to Articles 29 and 30 paragraphs 1 (a) and 3 of that Directive, and Article 15,
paragraph 3 of Directive 2002/58/EC of the European Parliament and of the Council of 12
July 2002,

Having regard to Article 255 of the EC Treaty and to Regulation (EC) no. 1049/2001 of the
European Parliament and of the Council of 30 May 2001 regarding public access to European
Parliament, Council and Commission documents,

Having regard to its rules of procedure,

Has adopted the present document:

WADA Comment: Similar to the August opinion, this draft opinion once again
contains various factual and legal errors (findicated by comments in red]), and
misrepresents the Standard repeatedly (jindicated by comments in blue|). Moreover,
in various places the Working Party seems to subject the Standard to requirements
(indicated by comments in pinki) that go beyond what is required by European law or
reflected in daily practice. And, on the flimsy pretext that ADAMS and the Code are
both “mentioned” in the Standard, the Working Party embarks upon a detailed
assessment of both, engaging in an effort that goes way beyond the original request
to review the text of the Standard. We have real concerns that the aim of the opinion
is less to offer a balanced and accurate assessment of the Standard, and more to
promote other agendas.

Further, WADA is deeply disappointed with the tone of the opinion. While the
opinion could have been supportive of the Standard, recognizing that it will reinforce
privacy protections for European athletes (for example, when they train or compete
outside the EU), it is instead overtly confrontational. Besides dwelling on petty
examples of where the text of the EU Directive is not exactly the same as the
Standard (yet ignoring that the Standard allows EU law to be controlling), the opinion
then subjects the Standard to requirements having no basis in EU law. This
includes, for instance, asking that certain terms (e.qg., third party; third-party agents)
be defined, or the scope of the Standard be expanded to apply beyond participants
in sport.

1. Introduction and background

In its first opinion on this topic', the Working Party examined the compatibility of the draft
International Standard for the Protection of Privacy and Personal Information (the Privacy

! Opinion 3/2008 of 1 August 2008 on the World Anti-Doping Code Draft International Standard for the Protection of
Privacy (WP 156) http://ec.europa.eu/justice_home/fsj/privacy/docs/wpdocs/2008/wpl156_en.pdf
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Standard or the Standard) with the minimum level of protection required by European data
protection regulations. Although it expressed its support for a number of aspects of the
Standard, including a reference to Directive 95/46/EC, it did not conclude that it was
compatible with the minimum level of protection offered by the directive, and made certain
recommendations.

The draft standard has since been modified and has been in force since 1 January 2009. The
World Anti-Doping Agency (WADA) has provided additional information in response to the
Working Party's previous requests for clarification.

The Working Party is happy that some of its remarks have been integrated in the Privacy
Standard?.

It regrets, however, that its other remarks have not been taken into account (see point 3.2.
below).

This opinion concerns matters which the Working Party believes continue to be problems in
the context of European requirements for privacy and personal data protection, without
formally proceeding to any findings regarding adequacy. It notes that the standard explicitly
mentions the principle according to which the common minimum set of rules established by
the standard applies to ADOs without prejudice to stricter rules or norms they may have to
observe pursuant to their national legislation.

WADA Comment: WADA welcomes the fact that the Working Party now recognizes
this fundamental feature of the Standard -- namely, that it represents a minimum
standard and does not prevent application of EU law (quite the reverse). It is
surprising, however, that this simple, yet essential, point does not inform the
subsequent analysis of the Standard. Rather, the opinion implicitly portrays the
Standard -- once again -- as essentially in conflict with EU law, when it is not.

The 2005 UNESCO International Convention against Doping in Sport, which has been
ratified by 25 of the 27 EU Member States, was concluded in order to endorse the work of
WADA at international level. The Convention does not alter the rights and obligations of the
signatories in relation to other agreements previously concluded (Article 6). It encourages
cooperation between States in appropriate circumstances, and always subject to domestic law,
namely, Directive 95/46/EC and Member States' laws implementing it. According to EC law,
any provisions in an international agreement which are incompatible with EC law are
subordinate to EC law. The UNESCO Convention does not make any specific reference
either to fundamental rights in general or data protection rights in particular.

The Working Party cannot confine its remarks only to the Privacy Standard. As the Privacy
Standard contains numerous references to the WADA Code and to the ADAMS database (see
2.2.), it is necessary to examine it in the broader context of its application. That is why after

2 The modified definition of “processing”, of "sensitive data" (which no longer includes political opinions, religious or
philosophical beliefs and trade-union membership, the relevance of which in the fight against doping was questioned by the
Working Party (3.2.)) and the clarification provided under 6.2. The Working Party has also observed that article 6 has been
rewritten and in addition to consent - consent from now on informed - it now also provides that "Personal information" shall
be processed "where expressly permitted by law". It has also noted other modifications in line with its remarks, among others
that the comment to article 9.2 has been elaborated, the terms "plainly vexatious" have been deleted under 11.2. with regard
to the exercise of the right of access and that Participants' rights to initiate a complaint with an international anti-doping
organization are now provided for in article 11.5..




having recalled the main features of the system developed by WADA (point 2), the opinion
refers in more detail to the following matters: whereabouts (3.1.), un-integrated remarks from
the first opinion (3.2.), grounds for processing (3.3.), the transfer of data to the ADAMS
database in Canada and to other countries outside the EU (3.4.), retention periods (3.5.) and
sanctions (3.6.).

Controllers in the EU, such as national anti-doping organizations (NADOSs), ((inter-)national)
sports federations and Olympic Committees, can deduce from this opinion some of the legal
boundaries that exist for processing athletes” (and other data subjects’) personal data. The
Working Party emphasizes that controllers in the EU are responsible for processing
personal data in compliance with domestic law and must therefore disregard the World
Anti-Doping Code and International Standards insofar as they contradict domestic law.
The Working Party recommends that these controllers seek legal advice in order to be fully
aware of all relevant issues, especially the applicability of national laws.

WADA Comment: The above paragraph is a good example of where the opinion
misleadingly suggests that the Standard conflicts with EU law, when that is not the
case, and appears consciously designed to cast the Standard in a negative light.
The fact that the Standard requires European ADOs to respect and apply EU law is a
fundamental feature of the Standard, so informing ADOs that they must “disregard”
the Standard makes no sense. Indeed, the suggestion that the Standard
“contradicts domestic law” flies in the face of the opinion’s earlier language that the
Standard is a minimum standard (i.e., “without prejudice to stricter rules or norms”).




2. Description of the main features of the WADA anti-doping system
2.1. International context

WADA is a Foundation established pursuant to Swiss law to promote and coordinate, at
international level, the fight against doping in all forms of sport and, in pursuing this aim, to
cooperate with intergovernmental organizations, governments, public authorities and other
public and private bodies fighting against doping in sport. It has adopted the WADA Code,
of which a number of Standards, including the Privacy Standard, form part®. The purpose of
the Code is to ensure harmonized, coordinated, and effective anti-doping programs at the
international and national level with regard to detection, deterrence and prevention of doping.
The Code has been accepted by the international federations of the sports played in the EU
and the NADOs of all EU Member States.

2.2.  The Code, the anti-doping controls and the ADAMS Database

The WADA Code requires, inter alia, ADOs to select athletes for inclusion in a Registered
Testing Pool, and also obtain from them their Whereabouts Information.

WADA has developed, and controls, a web-based Anti-Doping Administration and
Management System ("ADAMS"), a database, situated in Montreal, Canada.* By the means
of which it acts as a "clearing house" for doping control related data. ADAMS can be used as
a data sharing tool by those ADOs wishing to use it, although information suggests that
WADA intends eventually to make the use of ADAMS compulsory.

The use is governed by a standard agreement between WADA and ADOs, which allows
ADOs to create in ADAMS a profile of the athletes registered in the Registered Testing Pool,
and the right to give "the required access" to the profile and "other information™ related to an
athlete to any ADO which is entitled by the Code to test that athlete. The profile must include
the Registered Testing Pool to which the Athlete belongs; name (first name, last name); date
of birth; gender; nationality; sport nationality; a list of sports and disciplines the Athlete
competes in; a list of all ADOs that can access the Athlete’s Doping Control related data and
a flag indicating whether the Athlete competes at an international level. The athlete's name,
date of birth, gender and sport nationality can be disclosed to other users of ADAMS.

According to the agreement, ADOs are obliged to ensure that athletes upload and update in
ADAMS their Whereabouts Information, and to give access to this information, also, to any
other ADO which, according to the Code, may test the athlete. In addition, Anti-doping
authorities are obliged to report in ADAMS all doping control related data and all decisions
granting a Therapeutic Use Exemption, and to give WADA access to all therapeutic use
exemption contained in ADAMS. (In certain cases, athletes may apply to their respective
ADOs for a Therapeutic Use Exemption in relation to the use of otherwise prohibited
substances).

The data retention period is "at least" 8 years (except for Whereabouts information for which
the retention period is 18 months). No maximum retention period appears to have been set.

% Five standards have been adopted so far: Prohibited List, International Standard for Testing, International Standard for
Laboratories, International Standard for Therapeutic Exemptions and International Standard for the Protection of Privacy
and Personal Information.

4 See WADA's website : http://www.wada-ama.org
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The agreement requires ADOs to acknowledge that an athlete's consent is not necessary in
order to create the athlete's profile, but that ADOs understand that consent "may" be required
under applicable privacy laws. ADOs are obliged to obtain all necessary consents from
athletes, both on WADA's behalf as well as their own, and indemnify WADA against any
claims made against it as a result of failing to obtain the necessary consent form an athlete.

One article is dedicated to data privacy, and prohibits ADOs from disclosing any data to any
person within their organisation other than on a need-to-know basis, and even then only in
accordance with the purpose of the WADA Code. They must collect, process and disclose
data only for the purpose for which they were collected, inform recipients of such
information of the confidential nature of such data and direct recipients to treat such data
confidentially, and agree in writing with the recipients to preserve their confidentiality. They
may disclose the data to persons named either in the agreement or the Code.

For its part, WADA may process data to satisfy the obligations of ADOs under the Code. It
may also disclose data, subject to contractual controls and the approval of ADOs, to any other
third party service providers it may engage in the administration and maintenance of
ADAMS, or as required by applicable law, regulation or governmental authority.

ADOs are responsible for implementing reasonable security measures to prevent
unauthorised access to data stored in ADAMS. In the event of any corruption, loss, damage
or mistransmission of data while in the possession of WADA, WADA must use reasonable
efforts to restore or regenerate the lost data, but in no circumstances will it assume any
liability for such corruption, loss, damage or mistransmission of data caused by the misuse of
ADAMS by an ADO or an athlete.

By the agreement the parties acknowledge that they are responsible for compliance with their
respective data protection and privacy laws. ADOs must therefore comply with applicable
data protection legislation.

No specific agreement applicable to national sporting bodies and international federations (as
opposed to ADOs) is available; however, it would seem that the material issues are the same.
Most international federations are based in Switzerland.

The agreement itself is expressed to be governed by Swiss law.
For the purposes of this opinion, the issue of data controller/data processor for any particular

processing is omitted, although this issue could well be relevant, especially as regards non-
EU bodies acting as data controller with the EU.

WADA Comment: The opinion refers to a version of the ADAMS User Agreement
that no longer is in use. WADA could have informed the Working Party of this
development, but its requests to meet with its sub-group -- communicated both in
February and March -- were denied by the Commission Secretariat. Thus, the
opinion suffers from a flaw found in the first opinion, which considered an outdated
version of the Standard.




3. Specific issues
3.1  Whereabouts

As already mentioned, according to the WADA Code and the International standard for
Testing, athletes who have been identified by their International federation or NADO for
inclusion in a Registered testing pool must provide accurate, current location information.
This information should be accessible to the ADO through the ADAMS database. These
provisions are directly relevant to the data protection rules as set up in the Privacy Standard
(see article 2.0.).

The provision of such data is justified mainly by the need to conduct effective out-of-
competition testing programs. However, this requirement must be met by processing only
relevant, proportionate personal information in compliance with data protection principles. In
this regard, the Council of Europe Antidoping Convention (1989)° provides that anti-doping
controls should be carried out at appropriate times and by appropriate methods without
unreasonably interfering with the private life of a sportsman or sportswoman (Article 7, par.
3(a) and par. 74 of the Explanatory Memorandum).

In the light of the above, the information to be provided concerning the whereabouts and the
time slots for controls should be clearly determined by taking into account the requirements
of the principles of necessity and proportionality with respect to the purposes of out of
competition testing, and avoiding the collection of information that might lead to undue
interference in athletes” private lives or reveal sensitive data on athletes and/or third parties
(such as their relatives).

The processing of relevant, proportionate personal information should begin by analysing
which athletes are at risk of using doping, and in what way. WADA provides ADOs with the
tools to make such a risk analysis (International Standard for Testing, paragraph 4.4). The
Working Party wants to emphasize that the composition of the Registered testing pool should
be based on such a risk analysis. Among others, the type of sport the athlete competes in (for
example related to the kind of prohibited substances or methods that can be used in that sport
to enhance the performance of the athletes, and related to the culture of — not - using
prohibited substances or methods), the level at which the athlete competes, personal risk
factors of athletes, are all factors in selecting the Registered testing pool.

The risk analysis and, especially, the factors stated above, should also be relevant to the
extent of whereabouts information to be required from specific athletes. In general, the
Working Party is pleased to note that the Code and International Standard for Testing, article
11.3, do not require whereabouts information on a 24/7 basis. This would not only be
disproportionate, but would also result in the obligation to provide sensitive data as athletes,
just like other individuals, for example go to church, seek medical help and/or visit meetings
of political parties; and as a rule, as far as whereabouts are concerned, there is no ground for
processing sensitive data on a mandatory basis.

% See the website of the Council of Europe (STE n° 135). http://conventions.coe.int/Treaty/en/Treaties/Html/135.htm
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The Working Party considers it to be proportionate to require personal data in regards to the
specific 60-minute time slot and to require filling in the name and address of each location
where the athlete will train, work or conduct any other regular activity (as only related to the
athlete’s regular routine, see article 11.3 of the International Standard for Testing). The
examples given indicate that, apart from the 60-minute time slot and residence, information
about four hours a day is considered proportionate.’ The Working Party therefore expects
WADA not to demand that the ADOs collect more whereabouts information than described
above.

Moreover, requests about any regular activities other than competition and training could be
considered disproportionate when made to athletes other than top athletes who are active in
national and international competitions. The reason for this is that WADA itself has
indicated that ““[f]or athletes competing at a lower level, the rules are much more relaxed.
For such athletes, whereabouts information restricted to competitions and training locations
and times arguably might suffice, however it would not be the most “efficient’” manner of
testing in WADA’s view”’. The question of whether there is a ground for processing
personal data is however not one of ‘efficiency’ but rather one of ‘necessity’.

In addition, WADA should reconsider requesting that the residence on each day of the
following quarter (even temporary lodging) should be filled in (article 11.3.1 under d. of the
International Standard for Testing) as this would appear to be questionable, considering that
in case of no advance notice testing ““the Doping control officer shall attempt to locate the
athlete between the hours of 7:00am and 10:00pm” (Article 2.2 of the Guideline for out of
competition testing June 2004). In light of the comments above on lower level athletes, this
would be relevant particularly for those lower level athletes.

Furthermore, the athletes should be made aware of the personal data they are required to
provide: the information notice given to the athlete has to specify whether detailed
information on the athletes” whereabouts is to be provided on an optional or mandatory basis
and what consequences arise from the failure to provide such information.

3.2.  Some un-integrated remarks from the first Opinion (WP 156)

3.2.1. Terms and definitions used in the Code and in the Standard

e Participant - person

The Working Party considers that the concept of "Participant” - as defined by the Code and
the Privacy Standard - is too restrictive to guarantee protection to any person about whom
data can be processed within the framework of the implementation of the Code. In this
context, please note that the Code, amongst others in various articles dealing with hearings on
anti-doping rule violations and on publication of violations, uses the unrestricted term
“person” (for example articles 8 and 14 of the Code). The provision of information provided
by article 7 and the rights provided by article 11 of the Privacy Standard are however limited
to “participants”. While the Working Party recognises that only athletes and their support
personnel will be required to provide personal data to WADA, it would help to avoid
confusion if the use of terms was consistent across the Privacy Standard and the Code.

® See for example the comment to article 11.3.1(e) of the International Standard for Testing.

" See p. 6 of “WADA Responses to Working Party 29”, 30 January 2009.



WADA Comment: The Working Party would expand the scope of the Standard to
apply to “persons,” not just “Participants.” This would expand the scope of the
document in a material way, leading it to apply, for instance, to an ADO’s processing
of employee or vendor data. Also, WADA disagrees with the characterization of the
term “Participant” as “restrictive.” The term is defined expansively under the Code to
encompass not only athletes, coaches, trainers, managers, agents, team staff,
officials, medical and paramedical personnel, and parents, but also “any other
person” “working with, treating or assisting” an athlete “participating” or “preparing
for” sports competitions.

To the extent the Working Party has concerns that any individuals may not be
adequately protected, Article 4.2 of the Standard (and its commentary), ensures that
any ADOs, including those in the EU, processing personal information relating to
persons other than “Participants” must abide by their applicable data protection laws.

e Third party
The term “third party”, used amongst others in article 14.6 of the Code and in 8.3 of the
Privacy Standard, is undefined. The Working Party suggests a definition is provided.

e Personal information
Article 3.2 of the Standard defines personal information as ““Information, including without
imitation Sensitive Personal Information, relating to an identified or identifiable
Participant™. In particular in light of the remarks above, the Working Party advises to widen
this definition and speak of “individual” rather than “participant”.

As to anonymisation of personal data (referred to for example in article 10 of the Standard),
the Working Party makes reference to its Opinion 4/2007 on the concept of personal data to
understand what is meant by "anonymisation / anonymous data" according to the Directive.
The Working Party observes that except for Article 9 (Maintaining the Security of Personal
Information) the Privacy Standard does not offer additional guarantees for the protection of
health data and judicial data processed within the framework of the anti-doping activities.

WADA Comment: Regarding the above point (i.e., that the Standard offers no
additional protections for “health” and “judicial” data), the Working Party is incorrect.
Besides Article 9, WADA has set forth additional protections for “Sensitive Personal
Information,” which includes health and judicial data, at Article 6.2 of the Standard,
which also admonishes ADOs to avoid, to the greatest extent possible, the collection
and processing of “Sensitive Personal Information,” reflecting the greater sensitivities
associated with processing that information. The Working Party seeks “additional
guarantees,” without specifying what those would be, and yet no such equivalent
requirement exists under the Directive.

e Third-party agents
The Working Party considers that the concept of "third-party agents™ used in article 4.1 of the
Standard includes subcontractors within the meaning of Article 2 (e) of Directive 95/46/EC.
Further comments regarding this concept (see comments on security of processing, relating to




article 9.4 of the Standard) are based on this assumption. The scope of this concept should be
precisely defined.

WADA Comment: The Working Party’s demands that certain terms, such as “third
party” and “third-party agent,” contained in the Standard be more precisely defined
were noted previously. WADA has informed the Working Party that it used the term
“third-party agent” when drafting the Standard because it is regularly used in related
contexts, including a number of international and regional data privacy instruments
(e.g., reference to “third parties” in Directive 95/46/EC & EU model contractual
clauses; reference to “agents” in OECD Privacy Guidelines), and is generally familiar
to most organizations, including ADOs. The Working Party’s request for a more
detailed definition is a little surprising, since the Working Party is well aware that it is
very difficult to define many of these concepts, even, or especially, under EU law (as
exemplified by ongoing discussions in the EU on the application of the term “data
processor,” something akin to an agent). The Working Party again seems to expect
the Standard to rise to a level that goes beyond EU law.

3.2.2. Purposes for processing personal data

The specific purposes of the data processing carried out under the Code should be defined
and specified. The mere reference to data processing by the anti-doping organisations "in the
context of their anti-doping activities" (article 4.1 of the Privacy Standard) and the
formulation in article 5.1 of the same Standard (“Anti-Doping organizations shall only
process personal information where necessary and appropriate to fulfil their responsibilities
under the Code and International Standards”) are not sufficient. Article 5.3 refers to a number
of purposes for which data can be processed. It is unclear how these differently worded
purposes are to be understood, so the Working Party suggests that this point be clarified.
Similarly, the purposes for disclosing personal data to other Anti-Doping Organizations
mentioned in article 8.1 could be specified.

In addition, the Working Party stresses the need to respect the “finality principle” and the
requirement for compatibility of further data processing with the initial purpose for which the
data were collected.

WADA Comment: The Working Party seeks greater clarification as to the purposes
for which athlete data will be processed. Yet, the purpose descriptions set out in the
Standard already are more detailed than those in many applicable national sports
laws and regulations. For example:

- France: Code du Sport, Livre IlI, Chapitre lll: contains no precise purpose
description or purpose limitation. As a result, only the very general language of the
data protection law applies. Similarly, the template “Rules of Procedure” for anti-
doping authorities, attached in the Annex to the Sports Code, does not contain a
precise purpose description or purpose limitation rule; in fact it contains hardly any
data protection provisions at all.

- Netherlands: Nationaal Doping Reglement, Art. 27: contains no precise purpose
definition and no purpose limitation (“De Bond, de Dopingautoriteit, alsmede
eventuele andere dopingcontrole-uitvoerende organisaties, dragen zorg voor het
verwerken van de in het kader van de uitvoering van dopingcontroles verzamelde




persoonsgegevens conform het gestelde in de Wet Bescherming
Persoonsgegevens.”). As a result, only the very general language of the data
protection law applies.

- Spain: Ley Organica 7/2006, Art. 34(2): only contains a very general purpose
description and no purpose limitation (“Los datos, informes o antecedentes
obtenidos en el desarrollo de sus funciones sélo podran utilizarse para los fines de
control del dopaje y, en su caso, para la denuncia de hechos que puedan ser
constitutivos de infraccibn administrativa o de delito.”) As a result, only the very
general language of the data protection law applies.

Once again the Working Party seems to impose demands of a worldwide standard
that are not even satisfied in the EU.

3.2.3. Necessity and proportionality of personal data

The Privacy Standard does not distinguish between the various categories of persons subject
to it (athletes, supporting staff, third party). However, the application of the proportionality
principle will depend on the category to which the person belongs. Consequently, the Privacy
Standard should be modified in this regard.

WADA Comment: Here, the Working Party’s request, like the one below, is
unrealistic. The correct application of the proportionality principle will vary on a case-
by-case basis, taking into account not only the “category” of participant (e.g., athlete,
trainer, medical personnel or other) but also a number of other factors, such as the
purpose of the processing, the current state of anti-doping technologies and testing
techniques and, potentially, factors unique to each ADO and its applicable legal
regime. It would be totally unrealistic for the Standard to attempt to define precisely
what the principle permits or forbids in the multitude of different contexts in which
ADOs process personal data. In short, WADA believes that this is an area where
some flexibility within the Standard is unavoidable and appropriate.

Article 5.3. of the Standard should specify the personal information or the categories of
personal information necessary to achieve the purposes referred to in (a), (b) and (c) by
taking into account the requirements of the principles of necessity and proportionality. As
previously indicated, the implementation of these principles will vary according to the
category of persons whose data will be processed (athlete, supporting staff).

| WADA Comment: See above.

3.2.4. Accuracy of personal data

Article 5.4 of the Standard provides that processed personal information must be exact,
complete and updated. The last sentence of this paragraph, however, seems to soften this
obligation towards ADOs. It even seems to move responsibility from the data controller to
the data subject®. The comment tends to confirm this move. In this respect, the Working

81(...). Although this does not necessarily require Anti-Doping Organizations to verify the accuracy of all Personal
Information they Process, it does require that Anti-Doping organizations correct or amend any Personal Information that
they affirmatively know to be incorrect or inaccurate as soon as possible™.



Party stresses that according to Article 6 (d) of the Directive, all necessary measures must be
taken so that inaccurate or incomplete data with respect to the purposes for which they are
collected or later processed are erased or rectified. This responsibility falls to the data
controller, if necessary, in response to a request for correction addressed by the data subjects.

WADA Comment: WADA directly addressed this concern in its written submissions
to the Working Party. Article 5.4 provides that ADOs must ensure that information is
“accurate, complete and kept up-to-date,” and the language is clear that ADOSs, not
participants, are responsible for meeting this obligation. WADA does not believe that
the second sentence of Article 5.4 reasonably can be read as shifting the burden for
correcting inaccurate personal information from ADOs to participants. That sentence
simply provides that while ADOs need to ensure that the information they process is
accurate, this does not mean that ADOs necessarily need to independently seek out
to verify that the information they hold is correct. Article 5.4 accords both with
common sense and accepted practice in the EU, where data controllers typically do
not and are not expected to affirmatively verify the accuracy of the data they
process. Once again, we find an international standard expected to not just satisfy
EU law and practice, but go beyond it.

3.2.5. Information to participants

The Working Party points out the requirements of Articles 10 and 11 of Directive 95/46/EC,
in particular to provide, in addition to the identity of the data controller, the identity of any of
its representatives.

Article 7.2 of the Standard provides that when the personal information is not collected from
the participant, they are informed "as soon as possible”. To satisfy the requirements of the
Directive (Article 11 8§ 1), this information will have to be communicated at the time of
undertaking the recording of the data or, if a disclosure to a third party is envisaged, not later
than the time when the data are first disclosed.

WADA Comment: WADA has stressed repeatedly that by requiring ADOs to
provide the information called for by Article 7 to participants “as soon as possible,”
ADOs may very well be expected to provide information sooner than currently
required by Directive 95/46/EC. The Working Party evidently did not take WADA'’s
response into account, but merely parrots the language found in its first opinion. For
example, ADOs in many cases receive information about participants residing in
their registered testing pools with the expectation that they may later need to furnish
it to other ADOs (for instance, ADOs in countries where an athlete trains or
participates in events). While the Directive would allow an ADO to notify the relevant
individual any time before the information is first disclosed to another ADO, which
may be weeks or months, the Standard’s “as soon as possible” standard arguably
calls for notice to be furnished sooner.

The Working Party also raises the point that under the comment to Article 7.2, the use of the
terms "he or she should (..) have reasonable access to information..." weakens the right to
information of the data subjects. It recalls that the data subject’s right to be informed is
essential and forms part of the requirement for transparency of data processing. The comment
to Article 7.2 goes on to state that each Anti-Doping Organization should ensure that its




processing of personal information is reasonably transparent to participants. The Working
Party suggests to delete the word “reasonably”. The comment provides an exception to the
provision of information (which is limited in time). The Working Party understands the
background of the exception, but nevertheless wishes to indicate the relevant rules in this
regard: Please note that Directive 95/46/EC allows for limitations to the provision of
information in exceptional circumstances, where, in particular for processing for statistical
purposes or for the purposes of historical or scientific research, the provision of such
information proves impossible or would involve a disproportionate effort or if recording or
disclosure is expressly laid down in law”. These limitations should be interpreted strictly.

WADA Comment: The Working Party objects to the use of the term “reasonably,”
and suggests that this might erode the protections afforded to European athletes.
However, the Standard does not and (by virtue of its Article 4.2) cannot “weaken” the
protection of athletes in the EU. Further, it is sensible for a worldwide standard, such
as the WADA Standard, to allow for some limited flexibility in its application by
ADOs. Even the Working Party, in past working papers, has supported the notion
that organizations should be flexible and creative in how they impart information to
individuals (see, e.g., Working Party Opinion (WP 100) on More Harmonized
Information Provisions). This Standard is consistent with European practice and law.

Finally, the Working Party has read through the 5th edition of the Athlete Guide that is
available online on the web site of the World Anti-Doping Agency (WADA)®. It suggests
adding a 7th part on privacy protection and the protection of Athletes' personal data in a later
edition. This would only contribute to better informing Athletes.

3.2.6. Rights of participants with respect to personal information

The Standard envisages a right of access for the athletes and their supporting staff. Under
Article 12 of the Directive, a data subject has the right to obtain from the data controller, as a
minimum, information as to the purposes of the processing, the categories of data concerned
and the recipients or categories of recipients to whom these data are disclosed. These
elements are not reflected in the Standard.

WADA Comment: The claim that athletes will not receive the above information is
incorrect, something WADA pointed out when responding to the first opinion paper.
The Standard provides that participants will receive the above-mentioned information
from ADOs pursuant to Article 7. By receiving an actual copy of the information per
Article 11, participants would be informed of the “categories of data” that an ADO
processes about him or her.

The Standard provides that in certain cases, the anti-doping organisations are not obliged to
answer access requests. The Working Party notes in this respect that the exception formulated
in particularly vague terms in article 11.1 of the Standard (unless to do so in a particular case
would conflict with the Anti-Doping Organization's ability to fulfil its obligations under the
Code) does not, on the face of it, appear to be in conformity with Articles 12 and 15 of the
Directive. The Working Party notes the explanation provided by WADA in this regard, that
this exception covers personal information collected and used in connection with anti-doping

° The Athlete Guide, 5th edition, available at http://www.wada-ama.org
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violation procedures and information processed when planning anti-doping tests. It considers
nevertheless that there would not a priori be a reason to withhold access to information on
data in connection with anti-doping violation procedures.

WADA Comment: Similar exceptions to the one noted above are routinely found in
EU Member State laws, and even endorsed within some Working Party opinions. A
Working Party opinion paper on whistle-blower hotlines (WP 117), for instance,
plainly states that access may be denied to individuals to protect the integrity of the
investigative process:

However, where there is substantial risk that such notification would jeopardise the
ability of the company to effectively investigate the allegation or gather the necessary
evidence, notification to the incriminated individual may be delayed as long as such
risk exists. This exception to the rule provided by Article 11 is intended to preserve
evidence by preventing its destruction or alteration by the incriminated person. It
must be applied restrictively, on a case-by-case basis, and it should take account of
the wider interests at stake.

Leaving this issue of EU law aside, as a matter of common sense it is appropriate to
allow ADOs to postpone access to data in cases where release of the data would
undermine the integrity of the investigative process. Finally, the Working Party fail to
guote accurately the text of Article 11.1 of the Standard, which refers to cases where
providing access would “plainly” conflict -- not just conflict -- with an ADOs ability to
perform its duties.

The exception formulated in article 11.2 (requests that are excessive in terms of their scope
or frequency, or impose a disproportionate burden in terms of costs or effort) likewise does
not, on the face of it, appear to be in conformity with Articles 12 and 15 of the Directive.

WADA Comment: Nearly all EU Member State laws permit organizations to refuse
to respond to access requests that are excessive in terms of their scope and
frequency, or impose a disproportionate burden upon the organization responding to
the request. In our submission to the sub-group, we even provided concrete
examples from individual EU data protection laws.

In relation to both article 11.1 and 11.2, the Working Party notes that any restriction of the
right of access is only allowed if it conforms to the provisions of Article 13 of the Directive,
which authorises Member States to adopt legislative measures aiming to restrict the scope of
this obligation insofar as this restriction is necessary to safeguard the interests listed under
those provisions.

WADA Comment: As the Standard requires compliance with adopted “legislative
measures” (Article 4.2), the exceptions in the Standard cannot go beyond what is
permitted under EU law. The Standard is thus, on its face, in perfect conformity with
the law.

The Working Party notes with satisfaction that, in the event of refusal of exercise of the right
of access by the participants, the latter will receive the reasons of such refusal in writing. It




recalls, nevertheless, that this refusal is permissible only under the conditions of Article 13 of
the Directive, which must be interpreted strictly.

Regarding Article 11.4., the Working Party stresses that, under Article 12 (c) of the Directive,
the data controller must notify the third parties to which the data were communicated of any
correction or deletion carried out because of the incomplete or inaccurate nature of the data
unless this proves impossible or involves disproportionate efforts. To be compliant with the
European data protection regulation, the terms "where appropriate™ should be interpreted
only within the meaning of these two exceptions.

The Working Party also suggests that the Code contain a right of remedy and a right of
compensation for the damage suffered by a participant as a result of a processing operation
incompatible with the Standard.

WADA Comment: The Working Party’s expectations concerning a right to remedy
and a right to compensation are unrealistic under the circumstances and go well
beyond what can reasonably be expected of an international sport standard. The
Standard, which is not a law per se but an international code, cannot and should not
serve in lieu of locally applicable laws which may or may not already give rise to
compensatory rights and individual remedies. To the extent the Standard tried to do
so, it actually could lead to direct conflicts with such laws.

3.2.7. Security of processing

As for the subcontractors to whom the ADOs might have recourse (third-party agents — point
9.4), the Working Party recalls the rules prescribed by Articles 16 and 17 of Directive
95/46/EC, in particular, the obligation of the data controller to choose a processor providing
sufficient guarantees in respect of the technical security measures and organisational
measures governing the processing to be carried out.

3.2.8. Control and supervision on the implementation of the Code and the Privacy
Standard

Avrticle 8.3 of the Standard indicates that an ADO can express its concern to WADA about
the possible non-compliance with the Standard by another organisation. WADA has informed
the Working Party that compliance is also insured by means of periodic assessments of ADOs
and the submission of online questionnaires by ADOs to WADA. The Working Party
wonders how WADA has until now filled in this task of supervising compliance. Supervision
of the implementation of the privacy principles following from the Code and the Standard,
including applying appropriate sanctions, are crucial to ensure the effectiveness of the Code
and the Standard.

WADA Comment: This is a surprising comment (i.e., “The Working Party wonders
how WADA has until now filled in this task of supervising compliance.”). The
Standard only entered into force in January 2009, and, as the Working Party knows,
the European delegation rejected its application to Europe. It is not clear how WADA
could (or why it should) supervise compliance in the EU with a Standard that
European stakeholders themselves currently refuse to apply.




3.3.  Grounds for processing

The Working Party regrets that the remarks it made about validity of the participant's consent
were not taken into account. The Working Party maintains that such consent does not comply
with the requirements of article 2 (h) of Directive 95/46/EC, which defines consent as "any
freely given specific and informed indication of his wishes by which the data subject signifies
his agreement to personal data relating to him being processed.” The sanctions and
consequences attached to a possible refusal by participants to subject themselves to the
obligations of the Code (for example providing whereabouts filings) prevent the Working
Party from considering that the consent would be, in any way, given freely™°.

WADA Comment: The above discussion is surprising, as well as inaccurate. As
WADA indicated in its September submission to the Working Party, the Standard
was amended specifically in response to the Working Party’s August opinion in an
effort to limit the importance for and role of consent. As a result, consent is no
longer a necessary basis, only a possible basis, for ADOs processing personal data.
As the opinion only later goes on to acknowledge (but only in passing), the opinion
permits personal data to be processed where permitted by law. Thus, European
ADOs need not rely on consent when applying the Standard. The Working Party
simply glosses over this important amendment to the Standard and seems oblivious
to the fact that WADA very much took into account the Working Party’s comments on
consent into account.

Ultimately, if the Working Party’s position is that any reference to consent should be
deleted entirely, then WADA obviously cannot agree. It would be a remarkable
demonstration of legislative imperialism for the Working Party to impose a legal basis
on the rest of the world (or deny them a basis (consent) they may need under their
existing laws). The opinion expresses a view on consent that many in the rest of the
world reject.

In addition, Directive 95/46/EC forbids the processing of sensitive data, such as data
concerning health, and data revealing racial and ethnic origin, unless a valid ground can be
found in article 8 of the Directive. Article 6.2 of the Privacy Standard suggests processing of
sensitive data could take place on the basis of consent. In principle, article 8, paragraph 2, a)
of the Directive provides that consent is a ground for processing. However, the remarks made
on consent above also apply in this context.

Furthermore, the Working Party recalls that the Directive does not allow for the processing of
data relating to infringements on the basis of the consent of the data subject (article 8,
paragraph 5 of Directive 95/46/EC).

In conclusion, the data processing cannot be based on consent as defined in article 7(a) and
article 8, paragraph 2(a) of Directive 95/46/EC.

19 For example article 6.3.a of the Standard which requires that "Anti-Doping Organizations shall inform Participants of the
negative consequences that could arise for their refusal to participate in doping controls, including Testing and of the
refusal to consent to the Processing of Personal Information as required for this purpose.” The comment to this provision
adds that participants must be informed that their refusal could prevent their continued involvement in organised sport and,
for athletes, constitute a violation of the Code and invalidate competition results, among other things.




WADA Comment: Although the Working Party raises concerns regarding the
validity of consents procured in the anti-doping context, these concerns do not
appear to be universally shared. Even in Europe, there continues to be a divergence
of opinion as to the validity of consents procured in different contexts, even among
Member States and between data protection regulators. The Working Party’s
categorical refusal to even consider that consent, in some contexts, might be valid is
unwarranted, and has yet to be confirmed by national courts and tribunals.

It could possibly be based on article 7 (c) and article 8 (4) of the Directive, if applicable law
authorises anti-doping organisations to proceed with such processing operations. If article 8
(4) is relied upon, the Working Party recalls that the national legislation or the decision of the
supervisory authority must be subject to the provision of suitable safeguards as to the privacy
and data protection and based on a substantial national public interest. According to article 8
(4) a substantial public interest of a third party would therefore not qualify.

WADA Comment: This last sentence of the above paragraph, referring to Article
8(4), demonstrates the Working Party’s inability or unwillingness to recognize the
strong public interests served by anti-doping regimes. Anti-doping efforts do not
serve WADA's interests or the interests of sports federations and NADOs; they serve
the interests of athletes and the public at large because of the huge public health
implications. Moreover, this sentence might suggest that sports bodies may be
incompetent, on their own, to regulate anti-doping efforts, and that the involvement of
national regulators or legislators is necessary, something that we would dispute and
that overlooks entirely the role played by international federations and sports bodies,
such as the 10C, in anti-doping.

Without prejudice to the remarks made about consent, the Working Party notes with
satisfaction that the current version of the Standard provides that anti-doping organisations
shall only process personal information if they have been explicitly authorised to do so by
applicable law.

WADA Comment: This is incorrect. The Standard offers a choice to ADOs: they
can rely on applicable law or consent.

The Working Party is of the opinion that article 7 (e) of Directive 95/46/EC might provide a
legal basis for processing, to the extent that ADOs have public status, including a clearly
defined national public mission authorising them under national law to process the necessary
data to fulfil this mission observing the prescriptions of the Directive as transposed into
national law.

WADA Comment: This is incorrect. The Directive allows for the processing of
personal data where this “processing is necessary for the performance of a task
carried out in the public interest or in the exercise of official authority vested in the
controller or in a third party to whom the data are disclosed.” According to the
Directive, ADOs do not need to have a “public status” or a “clearly defined national
public mission authorising them under national law to process the necessary data.”
The Working Party would apply these additional criteria where none arise under EU
law. Yet again, it would appear that the Working Party is seeking to assign chief




responsibility for anti-doping to national-level authorities and regulators, without any
underlying legal support for such a controversial position.

However, the Working Party holds that it would be very difficult for anti-doping
organisations to invoke their legitimate interest alone (article 7 (f) of the Directive). This
provision would demand that ADOs do a “privacy test”, whereby the interests of the
controller on the one hand are weighed against the fundamental rights and interests of the
data subject on the other hand. The gravity of privacy intrusions as a result of the fight
against doping as it was conceived and has been implemented by the WADA, should weigh
heavily in this context. The Working Party furthermore recalls that only data that are
necessary for a given purpose can be processed, and that no other less intrusive means to
reach the same purpose should be available.

Furthermore, as explained above, for the processing of sensitive data these grounds would not
suffice.

In particular, as to the processing of medical data, for example for Therapeutic Use
Exemptions, the only possible ground is national legislation that meets the requirements of
article 8 (4) of Directive 95/46/EC.

WADA Comment: The harmful consequences of such a sweeping statement upon
anti-doping practices cannot be overstated. The processing of TUEs is clearly in the
interest of athletes. Refusing to accept that athletes could validly consent to the
processing of their TUE data (thereby forcing them to rely on the goodwill of
competent authorities to provide a legal basis) would give rise to devastating
consequences for European athletes. Immediately, it could prevent large numbers
of European athletes from submitting TUE applications, insofar as there is very little
national legislation that provides a legal basis, and ultimately exclude them from
participating in organized sport. The statement, moreover, is not consistent with
European laws. For example, Belgian data protection law provides that consent
cannot be used for the collection of sensitive data only where the data subject is in a
subordinate position and where there is a risk of coercion. However, this does not
apply if the collection is advantageous to the data subject (e.g., by granting a TUE).

As to the processing of information on sanctions, the processing of data relating to offences
may be carried out only under the control of official authority, or if suitable safeguards are
provided under national law, subject to derogations which may be granted by the Member
State under national provisions providing suitable specific safeguards (article 8 (5) of the
Directive).

Therefore, unless national law or the Data Protection Authority of the Member State the
processor is operating in provides a ground for processing data about offences for this
purpose, anti-doping organizations in Member States are not allowed to process data on
offences, neither by publishing them on the internet nor by processing them in other
registrations.

WADA Comment: Here, the opinion refers to Article 8(5), which restricts the
processing of data concerning criminal offences, violations of law subject to
prosecution by public authorities and law enforcement bodies. Athletes are




sanctioned under the Code not because they commit a criminal offence, but because
they have violated rules applied by private sports bodies to their members. Any
public authorities involved in prosecuting offenses would obviously have the right to
process the relevant data, without the need to obtain consent.

3.4. The transfer of data to the ADAMS Database in Canada and to other
countries outside the EU

The question of whether or not personal data may be freely transmitted from the EU to the
ADAMS database in Canada without additional safeguards depends on the adequacy of the
level of protection of personal data in Canada. In this regard, there is no Commission
decision about Canada generally. There is only a Commission decision on the adequate
protection of personal data provided by the Canadian Personal Information Protection and
Electronic Documents Act (PIPEDA), *which applies only to private sector organizations
that collect, use or disclose personal information in the course of commercial activities.

According to the Privacy Standard, private information regarding athletes and associated
persons "... shall be maintained by WADA, which is supervised by Canadian privacy
authorities...”. These privacy authorities are not specified.

The ADAMS agreement describes WADA as a non-profit organization, which thus falls
outside the scope of PIPEDA. No other available information suggests that personal data
transferred from the EU are transferred to any organization other than WADA, whatever
service contracts it may have with third parties.

In her letter dated 10 November 2008 to the Article 29 Working Party, the Canadian Privacy
Commissioner informs that, according to her analysis, the PIPEDA adequacy decision does
not apply to WADA, given that its everyday activities are not of a commercial nature.
However, she does say that PIPEDA does apply to CGI, a commercial enterprise which
WADA is said to have entered into an agreement for the maintenance of ADAMS. The
details of this agreement are not known, so it is not possible to comment on whether or not
data subjects' rights have been affected by such an agreement.

Based on the information received from the Canadian Privacy Commissioner, which the
Working Party considers to be the competent authority in this context, it cannot be said with
certainty that PIPEDA applies either to WADA or ADAMS.

The mere fact that PIPEDA does not apply to WADA and ADAMS does not automatically
mean that the jurisdiction in which they are located does not ensure an adequate level of
protection. At the same time, it does not necessarily mean that it does, either.

So far, the use of ADAMS is not mandatory. However, based on the Code, ADOs falling
under EU law are obliged to share personal data with other relevant bodies, inside and outside
the EU. The Code thus obliges the transfer of personal data from the EU. For example,
information concerning adverse analytical findings should be communicated to the
International Federation and WADA®, and an athlete’s whereabouts information should be

11 Commission Decision of 20 December 2001 pursuant to Directive 95/46/EC of the European parliament and of the
Council on the adequate protection of personal data provided by the Canadian Personal Information Protection and
Electronic Documents Act (2002/2/EC).

12 See article 14.1.2 of the Code.



available to all ADOs having jurisdiction to test an athlete'®. These could be for example
International Federations, the International Olympic Committee, or national ADOs of a third
country®,

Where the third country to which a transfer takes place does not ensure an adequate level of
protection, the transfer from the EU must be based on the derogations specified in article 26
(1) of the Directive, or be accompanied by the additional guarantees specified in article 26 (2)
of the Directive. Inasmuch as the WP12" adequacy standards mandate adequate provision
for protection of onward transfers, such safeguards should likewise ensure the adequate
protection of personal data in the event of onward transfers. Article 26 (2) safeguards must be
authorized by Member States and notified to the Commission.

For guidance on the interpretation of the exemptions provided in article 26 (1) of the
Directive, the Working Party refers to its Working Document on a common interpretation of
Article 26(1) of Directive 95/46/EC of 24 October 1995 (WP114), and chapter 5 of its
Working Document: Transfers of personal data to third countries: Applying Articles 25 and
26 of the EU data protection directive (WP12). In particular, the Working Party would like to
point out that the derogations to the adequacy rule of article 26 (1) of the Directive for the
most part concern cases where risks to data subjects are relatively small, or where other
interests override the data subject’s right to privacy and other fundamental rights. Therefore,
they should be interpreted restrictively so that the exception does not become the rule.

For the reasons already mentioned by the Working Party in its first Opinion (WP 156) and
repeated in the present one, consent as a ground for all transfers of athletes’ data will not
comply with the requirements of article 2 (h) of Directive 95/46/EC. Although the Athlete's
Information Notice annexed to the agreement governing the use of ADAMS satisfies many of
the requirements as to information to be given by a data controller to a data subject, it
contains provisions which cause some concern.

WADA Comment: The above remarks are simply too cryptic to be helpful. It
suggests that perhaps more information may need to be furnished to athletes,
without clarifying what precisely is lacking, and does not attempt to explain why
certain provision “cause some concern.”

Thus, athletes are informed that their personal data may be made available to persons or
parties located outside the athlete's place of residence, and that in some countries data
protection laws may not be equivalent to local national laws; that they may have certain
rights under applicable laws, and that concerns about processing can be addressed to any of
the Testing Authority, WADA, the relevant sporting federation or ADO. Most significantly,
the athlete is informed that he understands that he may revoke his consent at any time, but in
that event WADA and ADOs may still consider it necessary to continue processing; that the
athlete's participation in organized sporting events depends on his adherence to the Code,
which includes a duty to participate on a voluntary basis in anti-doping procedures, and that
withdrawal of consent will be construed as a refusal to participate in such procedures, as a
result of which the athlete could face disciplinary and other sanctions.

13 See article 14.3 of the Code.

14 See also article 5.1 of the Code.

1% Working Document: Transfers of personal data to third countries: Applying Articles 25 and 26 of the EU data protection
directive, 24 July 1998.




Article 26 (1), (b) provides that personal data may be transferred to a third country if the
transfer is necessary for the performance of a contract between the data subject and the
controller or the implementation of precontractual measures in response to the data subject’s
request. In case there is, for example, a (labour) contract between an athlete competing at
international level and an ADO dealing with training and competition, this could provide a
basis for the transfer of the personal data that are necessary to compete and train
internationally, including whereabouts information, to specific involved parties in third
countries. However, the exemption should be interpreted restrictively. No more personal data
should be exchanged than strictly necessary for the purposes of the contract, and no other
than the directly involved parties should receive those data. The necessity test requires a close
and substantial connection between the data subject and the purposes of the contract. For
these reasons, in the given example, transmission to WADA as a “clearing house” and the use
of ADAMS for the transmission of data to other parties, though facilitating the transmission
of data, would not be considered a necessity to fulfill the contract between the athlete and the
ADO. Neither would the use of ADAMS by an ADO falling under EU law for processing
whereabouts information in its own jurisdiction fall under this exemption.

It would be very difficult to apply the derogation of article 26(1), (d) for the transfer of data
on “important public interest ground”. A simple public interest justification would not
suffice; it must be a question of an important public interest. This important public interest
should be identified as such by the national legislation applicable to data controllers
established in the EU.

WADA Comment: Here, the Working Party implies that the fight against anti-doping
in sport, and protecting the health interests of athletes, may not qualify as an
“important public interest,” at least until a national legislature decides otherwise.
First, the analysis of the “public interest” provision is fundamentally flawed. Article
26(1)(d) does not require the public interest to be “identified” by a national law (“the
transfer is necessary or legally required on important public interest grounds”). This
interpretation would exclude the possibility that an important public interest could be
reflected in internationally agreed conventions and agreements, such as the Council
of Europe’s Anti-Doping Convention or the UNESCO Convention.

Second, we reject the insinuation that anti-doping does not serve an important public
interest, and question the Working Party’s competence to decide the question. The
devastating effects of doping on the health of athletes (including very young athletes)
have been abundantly demonstrated and the public interest importance of the fight
against doping has been enshrined in various international conventions.

In WADA'’s view, the international transfer of athlete data does not have to be a
problem, unless European regulators wish it to be a problem. Indeed, the European
legislators that enacted the EU Data Protection Directive were well aware of the
potential, undesirable consequences that might arise from an overly strict application
of the international transfer restrictions contained in the Directive. Precisely for that
reason, exemptions were created to ensure some flexibility when applying these
rules. As a result, it is not EU data protection law that restricts international transfers
of anti-doping data, it is the overly restrictive interpretation of the law by data
protection authorities.




In addition, the Working Party recommends that transfers of personal data that could be
qualified as mass, repeated or structural should not be based on the derogations. It is also
stressed that each transfer, concerning each athlete and for each purpose, would need a
justification under article 26 (1) if this provision were to be used, which would be very
complex to assure.

WADA Comment: The Working Party applies an interpretive gloss to the text of
Article 26(1) -- namely that the exemptions listed in the provision should only apply to
ad hoc transfers of data -- that does not appear in the law. As such, these
comments only reflect the preferences of the Working Party. The transfer of anti-
doping data, which is already highly regulated and subject to existing codes and
standards, may represent the ideal scenario where such exemptions could be
carefully considered and judiciously applied.

In conclusion, ADOs are required to ensure an appropriate legal framework for all
international transfers of personal data taking place under the aegis of the World Anti Doping
Code. Particularly in light of the implications for the right to privacy of data subjects, the
structural character of international data transfers, and the limitations to the use of the
derogations of article 26 (1) of the Directive, ADOs should preferably, make use of additional
safeguards such as contractual clauses, as provided by Article 26(2), in which case the
authorization of the Member State will be necessary.

WADA Comment: The suggestion that data transfer contracts could be applied to
the thousands of data transfers, involving multiple parties, that arise in the anti-
doping context lacks any grounding in reality. Personal data on individual athletes
may need to be shared with anti-doping authorities in any country where the athlete
trains or participates in competitions. As a result, the number of contracts between
all European and non-European anti-doping authorities and laboratories would
number in the thousands. Given that non-European authorities are often public
authorities, there is little likelihood that they would agree to such contracts. As a
result, insisting on the use of transfer contracts would completely paralyze anti-
doping efforts worldwide.

3.5.  Retention periods

The Working Party welcomes the inclusion in the Standard of a provision relating to the
duration of retention of data and of the obligation to erase those data when they are no longer
needed, having regard to the purposes for which they were processed (article 10).

WADA has indicated to the Article 29 Working Party that whereabouts information is
retained in ADAMS for up to 18 months. Article 2.4 of the Code states that ‘““any
combination of three missed tests and/or filing failures within an eighteen-month period as
determined by Anti-Doping Organizations with jurisdiction over the Athlete shall constitute
an anti-doping rule violation™.

Most other information, such as test plans, test results, therapeutic use exemptions and their
underlying documentation, records of doping violation procedures and so forth are retained
for a minimum of eight years. The justification for the eight year period is because eight
years has been established by article 17 of the Code as the period after which no action may




be commenced against an athlete or other person for an anti-doping rule violation asserted to
have occurred (statute of limitations period). This is considered appropriate as it would span
at least two Olympic Games. It is also considered to be justified by the fact that this is the
period during which a new offence will count as a second offence by the Court of Arbitration
for Sport. WADA also indicates that it is possible that some ADOSs retain data for longer™.

The Working Party questions the relevance and necessity of these retention periods. As to the
whereabouts information, the Working Party does not consider that there is a valid reason to
retain this information after the date relating to particular whereabouts information has
passed. As a matter of fact, article 14.3 of the Code itself provides the following rule for the
retention of whereabouts information: This information ‘shall be used exclusively for
purposes of planning, coordinating or conducting testing; and shall be destroyed after it is no
longer relevant for these purposes’. Whereabouts information could only be retained longer if
the anti-doping organization considers there is an alleged whereabouts filing failure and/or
missed test. In such case, a retention of 18 months is justified, as three alleged whereabouts
failures amount to an alleged anti-doping rule violation. Once, however, it is determined that
there has not been an anti-doping rule violation, the whereabouts information should be
deleted. The Working Party therefore urges WADA to change its policy on the retention of
whereabouts information in light of the above.

WADA Comment: The retention of whereabouts information for the minimum 18
months is critical to investigate possible violations of the Code and to help focus
testing efforts on the high risk athletes — a requirement stressed by the Working
Party in 3.1. For example, athletes who consistently fill out the 6-to-7am time slot
and 10-to-11pm time slot of the next day (leaving as much time as possible between
two likely testing slots) could be targeted. Similarly, athletes who are consistently
not where they said they “could” be outside their one-hour time slot could be
targeted.

The Working Party considers that the retention of information on convictions for a maximum
of eight years could be necessary in light of the fact that a new offence would count as a
second offence by the Court of Arbitration for Sport.

However, it would not be necessary to retain all data for the purpose of commencing future
actions. For example, the Working Party considers there could be a reason to retain samples,
as new techniques developed later could be able to detect substances that were untraceable at
the time of collection of the sample. There does not seem to be a justification for retaining up
to eight years the documentation underlying therapeutic use exemptions, test planning, anti-
doping cases resulting in an acquittal for the athlete, etc..

The Working Party would call upon WADA to reconsider its statute of limitations period of
eight years for all anti-doping rule violations. The anti-doping rule violations range from use
by an athlete of a prohibited substance, to possession of prohibited substances and prohibited
methods (see article 2 of the Code). Would WADA consider it to be justified to be able to
start proceedings against a person eight years after an alleged violation has occurred,
regardless of the type of anti-doping violation? The Working Party suggests that WADA
consider a more proportionate approach, depending amongst others on the types of violations.

16 See p. 8 of “WADA Responses to Working Party 29”, 30 January 2009.




The Working Party therefore invites WADA to determine, taking into account the experience
gained in that field, more reasonable maximum retention periods for the various categories of
personal data. It also advises WADA to ensure that the ADOs are obliged to adhere to these
retention times.

WADA Comment: The Working Party seeks a more “reasonable” retention period,
and asks whether it would be justifiable for an ADO to commence proceedings
against an athlete eight years after an alleged violation took place. Apparently, this
strikes the Working Party as disproportionate and somehow unfair to the athlete.
The Working Party would substitute their judgment for the judgment of the entire
sports community, including sports bodies, national governments (including many
from Europe), athlete representative bodies and others, who arrived at the existing
rule following lengthy consultation and debate.

3.6. Sanctions

Article 14.2.2. of the Code provides that no later than twenty [20] days after it has been
determined in a hearing in accordance with Article 8 of the Code that an anti-doping rule
violation has occurred, or such hearing has been waived, or the assertion of an anti-doping
rule violation has not been timely challenged, the ADO responsible for results management
must publicly report the disposition of the anti-doping matter, including the name of the
athlete or other person committing the violation, the sport, the anti-doping rule violated, the
prohibited substance or prohibited method involved and the consequences imposed.
Similarly, appeal decisions concerning anti-doping rule violations must be publicly reported.

Article 14.2.4. further specifies that publication shall be accomplished at a minimum by
placing the required information on the ADOs web site and leaving the information for at
least one [1] year.

In the information exchange with the Article 29 Working Party, WADA has indicated several
reasons for processing these data on the internet. Firstly, WADA insists that this information
is vital for the sport community: It prevents athletes who are suspended from taking on
another role within organized sport (such as coach, technical advisor or official) or participate
as an athlete in another sport while banned by the Code from doing so. Secondly, WADA
uses publication on the Internet for its deterrent effect: On the one hand, it functions as a
sanction: WADA explains that “[a]thletes who commit doping offences are aware that they
will be exposed if they get caught”. On the other hand, WADA explains that other athletes
should be “made aware that no athlete, not even top athletes, can cheat with impunity”*’.

WADA also explains that only final decisions in which an athlete is found guilty of a doping
offence are published. This last statement seems contradictory to the content of the
abovementioned article 14.2.2.

WADA Comment: As WADA indicates in its response of February 2009, there
should be no doubt about the application of these rules. According to Article 14.2.2
of the Code, an anti-doping violation is published:

17 See p. 9 of “WADA Responses to Working Party 29”, 30 January 2009.




— 20 days after the determination of the anti-doping rule violation, if the hearing was
waived or if the determination was not challenged in time; or

— 20 days after the hearing confirming the anti-doping rule violation, unless this
determination is appealed; or

— 20 days following the appeal confirming the anti-doping rule violation.

Thus, only final decisions are published. If there is an appeal to the Court of
Arbitration for Sport, the Court itself will publish the decision in accordance with its
rules. If the hearing or appeal reveals that no violation took place, the decision will
only be published with the consent of the athlete.

Such publication of personal data, and, which is more, of data about offences — possibly not
[yet] confirmed in an appeal procedure - constitutes interference with the right to respect of
privacy and to personal data protection. For such interference to be valid, it has to be
necessary in order to attain a specific legitimate purpose, which implies, among others, that
there has to be a reasonable link of proportionality between the consequences of the measure
for the person involved and this legitimate purpose, and that there are no other, less intrusive
means available to obtain the purpose. There also has to be a valid ground for processing, for
which the Working Party refers to paragraph 3.3. Below, the Working Party goes into the
necessity of processing for the given purposes.

3.6.1. Preventing athletes from taking on another role in sports or participating in
another sport.

In order to prevent athletes from taking on another role within organized sport or
participating in another sport while banned by the Code from doing so, public disclosure is
not necessary; less far-reaching measures will be satisfactory. For example, the Working
Party mentions the introduction of a procedure in which a ‘certificate of good character’ has
to be submitted. If such means would not be effective or adequate, a restricted form of
electronic publication required for the persons in charge of supervising the effective respect
of the sanctions and the persons responsible in sport associations could be considered
necessary for the given purpose. The disclosure of personal data on a website anyone can
access, however, is considered disproportionate for this purpose.

3.6.2. Deterrent effect

With respect to the objective of deterrence put forward by the WADA, the Working Party is
not convinced by the necessity — and consequently the proportionality — of publication on the
internet of all sanctions. The comparative assessment of the interests of the processor on one
hand, and the fundamental rights of the data subject on the other hand, will lead to the
conclusion that public disclosure, on the internet or otherwise, for reasons of deterrence and
sanctioning, of personal data related to convictions, without regard to the circumstances of
the case, is disproportionate In case an athlete is found guilty of a doping offence, the athlete
will be sanctioned in accordance with articles 9, 10 and/or 11 of the Code and will for
example be disqualified, declared ineligible and/or sanctioned financially. Whether or not an
additional sanction, publication, would be necessary, could only be decided taking into
account the specific circumstances of the case. Elements that should be considered in this
context are for example the severity of the anti-doping rule violation, the number of
violations, the level at which the athlete competes, whether the athlete is a minor or an adult,
whether the case has already received media attention, and whether the sanction has




consequences for the results of competitions and ranking of athletes. In case it is considered
that publication of sanctions would be necessary, other less intrusive means of publication
should be considered: A one-time publication immediately following the judgement, for
example by a press release, could also be sufficient. Furthermore, setting a minimum period
of a year for publication of sanctions does not seem to be justified.

As to the second element of deterrence, awareness raising towards other athletes, other less
intrusive measures should be considered sufficient. Anonymous publication of sanctions,
including relevant factors such as the level at which the athlete competes, and statistical
information, could similarly serve the given purpose.

Moreover, any publication on the Internet is considered more intrusive than publication by
off-line means. It does not only entail that anyone can consult the data, but also implies that
the data published online can be used for other purposes and be further processed, meaning
that they can still be disclosed after the sanctions have expired and when the publication on
the web site is no longer anonymous.

In its first opinion 3/2008, the Working Party already questioned whether such a disclosure
was proportionate. Despite further investigations and explanations given by WADA, for the
reasons given above it is still concerned about this subject. In conclusion, the Working Party
is of the opinion that a publication on the Internet for the duration of one year is not necessary
to obtain the purposes stated by WADA, since it considers both that these purposes can be
obtained in a way that is less damaging for the persons concerned, and that the effects of the
measure are disproportionate with respect to these purposes.

WADA Comment: WADA continues to believe, on the basis of its experience, that
the publication of anti-doping violations is one of the most important deterrents.
Moreover, in our view the data protection implications of publication are being
overstated. First, many cases reach the press (including online and for period of
more than one year) well before a final decision. The publication of the final decision
may actually help an athlete respond to erroneous information communicated in the
media. In addition, it is difficult to see how the Code’s limited publication
requirements would violate data protection law, given that many tribunals currently
publish their decisions online. For example, decisions by the European Court of
Human Rights remain on that body’s website for over fifty years.




4. Conclusion

Following its analysis, the Article 29 Working Party reiterates its support for WADA's
initiative. Even if it is aware of the importance — among others for athletes' health — of the
fight against doping in sport, it insists on pursuing this fight with respect for the fundamental
rights of athletes and their entourage, particularly for the right to protection of their privacy
and personal data.

While the adoption of the International Standard on the Protection of Privacy and Personal
Protection by WADA is an encouraging sign from the point of view of raising awareness
about the protection of personal data, care should be taken to avoid the false belief that it
ensures, throughout the world, an adequate level of protection for personal data processed in
the EU, as required by EU law.

WADA Comment: If any “false belief” exists, it is certainly not one spread by
WADA. WADA never presented the Standard as offering throughout the world an
“adequate” level of protection meeting the requirements set out in Article 25(2) of the
Data Protection Directive — requirements that have only been formally met by a few
countries to date. On the contrary, in all of its presentations on the Standard, WADA
explicitly indicated that the Standard in itself and on its own does not serve this
purpose. WADA thus explicitly accepts that the Standard alone does not
automatically result in lifting EU restrictions on international transfers of personal
data. That said, nothing in the Directive prevents Member States from making their
own assessment of the Standard and to allow for international transfers worldwide
on its basis.

While the Working Party suggests an intent that has never existed, the expression of
concern itself is curious. The Working Party seems to acknowledge that the
Standard is sufficiently strong and close to the Directive that it could be mistaken for
providing “adequate” protection (in the sense to Article 25(2) of the Directive). If the
Working Party’s pedantic and unnecessary comments on the Standard only serve to
highlight that the Standard does not automatically afford this “adequate” level of
protection, which was never WADA’'s objective anyway, WADA graciously
acknowledges these comments and hopes to have dispelled (again) any
misunderstandings that could have arisen about the purpose of the Standard.

Certain adaptations were clearly made to the Privacy Standard as a result of the Working
Party's first opinion. On the previous pages the Working Party has nevertheless highlighted
numerous issues that remain problematic. It urges WADA, as well as national anti-doping
organisations, (inter)national sport federations and olympic committees, to pay attention to
these issues and invites national organisations in particular to take them into account during
their activities. The Working Party would like to stress some of these issues, notably that
consent cannot be the basis for a legitimate processing, whether it relates to sensitive data
within the meaning of articles 7 and 8 of Directive 95/46/EC or not. Data transfers to the
ADAMS database, established in Canada, and onward transfers from ADAMS, will have to
meet the requirement of an adequate level of protection in the destination country. | this level
cannot be considered adequate, transfers can only take place on the basis of certain
exceptions, mentioned in article 26 of the Directive, provided that they are not regular or
massive, which would make the exception the rule. Regarding the publication of sanctions on
the Internet for a duration of one year, the Working Party is of the opinion that this is not




necessary to achieve the purposes put forward by WADA, since on the on hand the Working
Party believes they can be achieved in a way that would be less damaging for the persons
concerned and, on the other, that the effects of the measure are disproportionate in
comparison with these purposes. It is also in light of the proportionality principle that the
Working Party invites WADA and anti-doping organisations to reassess the collection of
Whereabouts as it is conceived today, and more in general, the current retention period of
processed data.

The Working Party trusts that all ADOs and other actors involved will take up their own
respective responsibilities to ensure that the remarks made by the Working Party are fully
taken into account, and that full compliance with EU data protection rules will be guaranteed.



